
 

 
 

Khaoticen is a technology risk and information security company with more development and research 

departments headquartered in Serbia with strong presence and operations on the territories of Russian Federation, 

Central and East Europe, Middle East and Africa. We are cooperating with multinational companies and 

governments. We are constantly growing and looking for talented candidates to join our team in Belgrade.  

 

IT  SECURITY  PENETRATION  TESTER  

(full time job) 

 

Ideal candidate needs to have: 

 Experience with vulnerability and penetration testing 
techniques and tools  

 Knowledge of security testing tools including Metasploit, 
Nmap, Nessus, Burp Suite, Core Impact, Canvas, or other 
exploitation frameworks  

 Familiarity with Linux, Windows and Mac OS  
 Knowledge of mobile application security testing  
 Knowledge of wireless technologies  
 Knowledge of web application technologies  
 Approach to problems in a different way than “normal” 

Network Admins, Systems Admins and DBAs 
 Perform full cycle engagaments of penetration testing on 

business units independently, or as part of a team  
 Configure, run and monitor automated security testing tools  
 Perform manual validation of vulnerabilities, penetration 

testing of client systems, web sites and networks to discover 
vulnerabilities  

 Team spirit, but also ability to work indenpendently  
 Good communication skills, flexibility and problem solving  
 Self-motivated and ability to learn from professional 

literature 
 Ability to present information concisely and identify key 

issues clearly 
 Analytical skills and creativity and innovative attitude 
 Fluency in English 

 

Desirable skills: 

 University degree in Computer Science or IT module, or 
equivalent work experience 

 OSCP, Certified Ethical Hacker (CEH), GPEN, GSEC, CISSP, 
CASP, CISA or LPT Certification 

 Programming experience in JavaScript, Python, PHP, Perl, 
Ruby, Java, C/C++, .NET or other interpreted or compiled 
languages 

 A good understanding of networking, networking protocols 
and network troubleshooting including TCP/IP, routing, 
subnetting, TCP vs. UDP 

 Social engineering  
 Hardware hacking 

Responsibilities: 

As well, the IT security penetration tester will be 
expected to work on complete technical security 
assessments and perform a comprehensive range of 
information security testing services and activities. IT 
security penetration tester will work under demanding 
deadlines and often handles heavy workloads, operating 
with general and sometimes limited supervision. This role 
includes performing the full cycle of penetration testing 
engagements - from scoping, through threat modeling, 
information gathering, discovery, vulnerability 
assessment, active testing, pivoting and reporting, 
including internal, external, web, mobile, thick 
applications and additional environments. 
 
Offer: 

 Competitive salary 
 Full time job, paid vacation, performance based 

bonuses 
 International projects 
 Social and health insurance taken care of 
 Professional learning and ability for certification  
 Team work, good organizational behavior, 

knowledgeable and reliable management 
 Friendly and relaxed atmosphere  
 Fully stocked kitchen, good catering 
 A-class office building  in quiet residential part of 

Belgrade, with private park and nice view 
 Small teams and individual offices 

 
Location: 

Serbia, Belgrade, Kronštatska 5 
(with option to travel for professional courses) 

 

If you are qualified and interested in this position  
please send your CV in English with the subject 

”IT SECURITY PENETRATION TESTER (KHS-1702)”  
to careers@khaoticen.com 

 
Only shortlisted candidates will be 

interviewed. 
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